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Introduction
This document details the problems faced by St Dymphna’s College and the solutions which will be used to solve them.  Furthermore, it puts in place the infrastructure for implementing the solutions themselves, showing a timeline and stages of implementation, and details for you the reasoning behind these solutions and how the underlying technologies work.  

The document will also cover the costs involved in the implementation, including purchases and the work covered by our engineers.
The Problem and solution specifications
St. Dymphna’s College has come to us unhappy with their current solution for product purchase in their cafeteria and library areas.  Having only recently implemented a system to do student roll-call using biometrics, the college is looking to expand on this and use a more modern solution to the problem.  They have a set budget of $50, 000 for this project and may want to expand the system to other areas in future.  St. Dymphna’s has identified the following as their main problems with the current solution:
· Theft and loss of money of students.

· Inability to cope with high demand and high volume of use.

· Inability to track purchases.

· High probability of human error when processing purchases.

· Inefficient transaction system.

Additionally, the following things were specified for the solution:
· Should be scalable to fit future needs for expansion.

· Should easily identify the students.

· Should integrate their purchases with their existing account with the school for accounting purposes.

· Should provide simple methods by which parents can moderate their child’s purchases and account balance.

Our Assessment and choices
Based on your input and your specifications for a solution, we have decided on the following for the solution:
· The solution should be highly automated so as to reduce the need for ongoing maintenance and administration; furthermore to reduce the risk of any possible human error.  Our solution automates transactions, authentication, and any user-specific restrictions; it even automates the process of adding money to a student’s account.
· The solution should be easy to use considering the environment within which the system will exist, mainly parents/students and some staff.  Given the abundance of especially the former, we can assume that it would be hard to give any training to so many people – especially in the case of parents where they can be hard to reach.  Furthermore, given the varying ages of the students we feel that it would be best to simplify the learning process for students, reducing error in use and simplifying the system to a point whereby you don’t even have to think about what you are doing.  Things like a simple interface for parents to moderate accounts and a simple and quick authentication mechanism.

· The solution should be fully scalable primarily to help the system cope with extra load of peak times such as lunch breaks or special events.  The system should be designed so that it is simple to add new load bearers to the system to handle a larger capacity.  Secondly, the solution should be scalable in the sense that it should be totally extensible in the event that you might want to expand this system to other areas of the school.  As such, we have tried to design the core of the solution in a way which doesn’t necessarily tie it down to the two given scenarios.

· The solution should negate the need for any real money to be carried by the students, to do this we have “virtualized” money in our solution.  This means that although the students are the ones spending the money, the y don’t touch any money themselves and all transactions are handled by the parents.  This means that it isn’t possible for money to be stolen or lost, money doesn’t even enter the system; it just processes payments.  This has the added bonus of the fact that money can no longer mysteriously disappear from the till!
· The solution should be secure not just from a student’s perspective but all others as well.  Our biometric scanners ensure that not only do users get easily identified, but that it is done in such a way that it is still impossible to construct a fingerprint from any of the stored data.  We have aimed to cover all angles with encryption between each local terminal and the database server.  Furthermore, 128-bit encryption on the web portal, along with a “captcha” to deter web bots, strongly generated account passwords and MD5 SHA256 encryption on all account passwords ensures that accounts cannot be breached.

· The solution should keep parents in control allowing them to moderate their child’s expenses, restrict them to certain purchases and even put a limit on how much they spend.  The system will also allow parents to keep an eye on their child, allowing them to monitor what was bought and when using detailed logs, without actually interfering.
· The solution should be efficient and fast in order to help cope with the high volume of traffic associated with a school of this size, especially during lunch breaks.  The authentication method helps this with a quick finger scan, it’s simple and fast.  Barcode scanners also help in keeping queues moving by allowing the purchase to be registered much faster.  This has the added benefit of increasing revenue by allowing more customers to make purchases within a given span of time!
· The solution should be cost effective saving the college money, quickly paying for itself and proving to be a good long term investment; not only in efficiency but financially too.  The reduction of administration costs and an overall reduced need for any sort of manual labour is provided with this nearly completely automated solution.  The speed at which purchases can be made and the system’s ease of use will also encourage an increase of the number of purchases at any given time, leading to an overall increase in revenue.  The flexibility of the solution also allows it to be expanded into any areas, saving your staff time.
The Solution
Explanation

Overview
For diagrams explaining the system as a whole, see Appendix B.1, B.2 and B.4.
The main concept of the solution is fairly simple: virtualizing monetary funds and purchases.  The easiest and simplest way for this to be achieved was to track purchases made then link them to each person’s account.  Identification was one of our main focuses, we needed a solution which was simple and fast, and considering the college had previously implemented thumb print scanners in the school, this seemed like a logical choice.  In keeping with the desire to modernize the school and the plan to automate the solution as much as possible we decided to implement a web portal fully accessible by parents to allow them to have full access over their child’s account.  We understand that not all students in the school will have internet access readily available, and as such have also allowed accounts to be modified from administrative accounts on the system, so that staff such as receptionists can fulfil the wishes of parents.
The system implements custom point of sales software which integrates with the biometric authentication system and uses a barcode scanner to indentify products being purchased.  In the case of the library this application even integrates with the existing Oliver system in order to register book hires.  At it’s core, the system implements a fully scalable cluster for the web portal and database server, this ensures complete reliability and load handling like none other.
Location specific

Main building

Library

Cafeteria
Features

General

· Fast authentication via biometric scanner.

·  Complete automation of product select with barcode scanner.

·  Manual product input possible.

· No money is ever seen until billing occurs.

· Customizable billing period.

·  Credit card processing can occur in real-time, at the end of the day, to the end of the month.

· Encryption of communication between all components in the system.

· Completely scalable, with failover and load balancing in place.

· Full payment gateway

·  PayPal
·  VISA/MasterCard
·  Digital Cheques

·  Credit card information is encrypted.

·  Uses the user's clear text password input as decryption key.

·  This means only the user can view their credit card info.
Web portal

· Website securely encrypted.

· Strong password policy.

· Prevents any kind of bots or indexing service.

· Multiple user access levels.

·  Admin

·  Accounting

·  Staff

·  Staff (read only)

·  Parent

·  Student

· Account access logs.

· Parents have complete control over child accounts.

· Can view purchases history.

· Restrict purchases.

· Restrict money spent.

· Automatic account refill

· Online payment.

· Can disable use of account.

· Database kept with an array of facts on stock.

· Nutritional facts, ingredients.

· Author, publisher etc...

· Online price list.

· Staff can view and alter student accounts.

·  Can view purchases

· Can add money to student accounts.

·  No view of credit card details.

·  Can alter details of product list.

· Accounting can view purchase data.

·  Purchasing trends automatically generated.

·  Total revenue gained over a given period.

·  Each student’s payment/purchase history.

·  Least/most common bought item.

· Administrators have total access.

· Users can submit requests for new stock.
· Payment and transaction history.

Point of Sales
Library
· Full integration with Oliver system.

· Automation of hire using barcode scanner.

· History of book hires.

· Can reserve books in system.

· View when desired book is next available.
Cafeteria

· Product identification using barcodes

· Fast purchase processing with local terminal for core of sales operations.

·  Will query for product data as soon as it is input.

·  Identification is done locally, customer is notified of inability to purchase or otherwise instantly.

·  Database connection pooling means connections can be re-used in order to speed up queries.

· Amount of purchases made are tracked by each individual terminal and intermittently updated on the database.

· Database of recent purchases and buyers are kept on SQLite database on each terminal.  

System Implementation
The following are details of the various aspects of the system that need to be implemented, and how they will be implemented.  As much detail is given as possible, for further information with regards to the timeline for the implementation of the system, see Appendix B.3.
· After speaking with your IT department, they can allocate us the 192.168.201.0/24 range.
· After speaking with your IT department, the WAN IP 203.206.172.54 is available for external access to the cluster.
Part 1: Main building

Part 2: The cafeteria
Part 3: The library
Staff training and evaluation

Despite the fact that we have worked hard to ensure that we have developed a solution which is user friendly and one which is able to cater to all your needs effectively, we understand that things could always be better.

Because of this, we realize the need to get feedback from the day to day direct and indirect users of the system in order to help us continually improve the system.  And because we realize the importance of being able to learn how to use a system, the evaluation begins in unison with the training.  This allows us to refine the training documentation and briefings we provide.
System testing and audit

System maintenance contract

AusTek realizes the need for a system to always run reliably and run well.  We house a vast number of employees with capabilities ranging from basic phone support technicians, experienced programmers and experienced network engineers.  As such, we are able to provide as much or as little support as necessary.  We have analysed St. Dymphna’s current situation and apart from including our generic maintenance pricing, we have added tailored sections to your maintenance plan specific to this solution.
Support Plan
With your project, AusTek has devised a custom support plan to fit your needs.  However, should you require additional support; our standard rates are listed below.

· AusTek will automatically patch each server and workstation each month with the latest OS patches.

·  We will fix any reported bugs with the system free of charge, provided it is covered as a bug by our policy.

· Any new feature requests will be evaluated by our staff and planned separately from this project; you will then be either charged by the standard hourly rate of $150/hr or be given a new project plan.

·  Every so often the cluster failover will be tested by bringing down each node individually. This will be done onsite by one of our technicians free of charge outside of business hours.

· System monitoring is provided free of charge.

·  We will repair existing biometric scanners for a flat rate fee of $150.

· This is a five year plan, priced at $6500.00/yr
System and Network Monitoring
· The monitoring service provided by AusTek will monitor all the specified hardware, including all their respective running services.

· This includes things like:

· Basic connectivity.

·  Link load.

·  System load.

·  Disk use.

·  Standard and custom daemons/services.

· The normal, warning and critical thresholds can be set to custom levels for each monitor.

· Email alerts are sent to our engineers; with optional notifications sent to you.

·  Custom alerts mean different people can receive the notifications under different circumstances.
Standard Rates

AusTek offers the following main kinds of support, in each case a minimum of one billable hour is charged and the rates will automatically be charged at the cheapest applicable support type:

· Phone support.

· Remote hands support (Only available in certain cases).
· Onsite support

Phone Support

	Support Type
	On Call
	Rate

	Normal
	9am-5pm Mon-Fri
	$50/hr

	After Hours
	All other times
	$80/hr


Remote Support

	Support Type
	On Call
	Rate

	Normal
	9am-5pm Mon-Fri
	$50/hr

	After Hours
	All other times
	$80/hr


Onsite Support

	Support Type
	Response Time
	On Call
	Rate

	Normal
	5-10 hours.
	9am – 8pm Mon-Fri
	$150/hr

	Urgent
	2-4 hours.
	8am – 8pm Mon-Sat
	$180/hr

	Critical
	<1 – 2 hours.
	Any time.
	$210/hr


Conclusion

We look forward to hearing your decision on the said project, and are eager to get things moving.  If you see any mistakes with the above, or have anything you wish to be changed, we would be more than happy to hear about it before going any further.  Feel free to contact AusTek on any matter with the details below.
Contact Details

Rhys Hanrahan

Systems Analyst/Network Engineer

AusTek Technology Solutions

Email: rhanrahan@austek.com.au
Phone: +61 2 9560 3010

Mobile: 0405 706 191

Website: www.austek.com.au
21 198-204 Marrickville Rd

Marrickville NSW 2204, Australia
Appendixes

The following are appendixes of relevant information:

A: Summary of costs

Please take note that all prices listed are in Australian Dollars and inclusive of GST, unless stated otherwise.

1. Costs for library

	Quantity
	Product
	Description
	Cost (inc. GST)
	Total (inc. GST)

	1
	Bio-Lock fingerprint device
	Devices for user verification and book hire.
	$1,200.00
	$1,200.00

	1
	Symbol LS2208 Handheld long range barcode scanner
	Barcode scanner for registering items purchased
	$225.00
	$225.00

	1
	Work Performed
	Installation and configuration of terminal
	$550.00
	$550.00

	1
	Dell Vostro 220s Desktop
	Local terminal to allow for fast processing of purchases.
	$823.89
	$823.89

	
	
	
	Intel Celeron E1200
	

	
	
	
	Windows Vista Home Basic
	

	
	
	
	Dell 17” LCD
	

	
	
	
	1GB DD2 RAM
	

	
	
	
	160GB SATA II
	

	
	
	
	16X DVD +/- RW with DL Write
	

	
	
	
	1 yr Next Business Day Onsite service
	

	
	
	
	TOTAL:
	$2,798.89


2. Costs for cafeteria

	Quantity
	Product
	Description
	Cost (inc. GST)
	Total (inc. GST)

	1
	Linksys SRW208MP
	Switch to terminate all the fingerprinting devices and registers.
	$393.36
	$393.36

	5
	Bio-Lock fingerprint device
	Devices for user verification and book hire.
	$1,200.00
	$6,000.00

	5
	Dell Vostro 220s Desktop
	Local terminal to allow for fast processing of purchases.
	$823.89
	$4119.45

	
	
	
	Intel Celeron E1200
	

	
	
	
	Windows Vista Home Basic
	

	
	
	
	Dell 17” LCD
	

	
	
	
	1GB DD2 RAM
	

	
	
	
	160GB SATA II
	

	
	
	
	16X DVD +/- RW with DL Write
	

	
	
	
	1 yr Next Business Day Onsite service
	

	1
	Rack cabinet
	The housing for network equipment – 19” wall mount cabinet
	$588.00
	$588.00

	1
	Patch Panel
	REPOTEC RP-168C58B 16 port patch panel
	$28.96
	$28.96

	5
	RJ45 wall-jack termination
	Contractors will add the required networking ports for each device.
	$110.00
	$550.00

	5
	Symbol LS2208 Handheld long range barcode scanner
	Barcode scanner for registering items purchased
	$225.00
	$1,125.00

	
	
	
	TOTAL:
	$12,804.77


3. Costs for main building

	Quantity
	Product
	Description
	Cost (inc. GST)
	Total (inc. GST)

	1
	Linksys SRW208G
	Switch to terminate all the fingerprinting devices.
	$269.83
	$269.83

	1
	Dell PowerVault MD3000
	Shared storage disk array for cluster
	$8,719.80
	$8,719.80

	
	
	
	Two single-port controllers
	

	
	
	
	Two SAS 5/E HBAs, PCI-Express, 2X4 Connectors
	

	
	
	
	2x73GB 15K RPM Serial-Attach SCSI 3Gbps 3.5-in HotPlug Hard Drive
	

	
	
	
	MD3000 Disk Array Onsite Rack Mount w/Remote Configuration Assistance
	

	
	
	
	3 Year ProSupport for IT and NBD On-site Service
	

	2
	PowerEdge PE1950 III Rack
	Main transaction processing, account balance storage, purchase history, web portal – cluster nodes.
	$4,965.51
	$9,931.02

	
	
	
	Quad Core Xeon E5310, 2x4MB Cache
	

	
	
	
	Windows Server 2008 x64 Standard
	

	
	
	
	4GB DDR2 RAM
	

	
	
	
	500GB 3.5” 7.2K RPM SATAII
	

	
	
	
	8x IDE slim DVD-ROM drive
	

	
	
	
	3yr ProSupport for IT: (7x24) 4-hour Onsite Service.
	

	1
	Work performed
	Configuration of database cluster
	$1,100.00
	$1,100.00

	1
	Work performed
	Installation of server and network hardware.
	$500.00
	$500.00

	
	
	
	TOTAL:
	$20,520.65


4. Other costs

	Quantity
	Product
	Description
	Cost (inc. GST)
	Total (inc. GST)

	1
	Custom Bio-Lock API development
	We require Bio-Recognition Systems to develop an API to allow interfacing with biometric device.
	$220.00
	$220.00

	2
	Microsoft® SQL Server Standard Edition 2008 English DVD 10 Client


	Devices for user verification and book hire.
	$3,981.00
	$7,962.00

	1
	Local transaction processing application
	Application developed in house; estimated 20 hours @ $150/hr.
	$3,300.00
	$3,300.00

	1
	Core application& transaction processing, web portal
	Application developed in house; estimated 35 hours @$150/hr.
	$5,775.00
	$5,775.00

	1
	E-Way Rapid SSL Certificate
	SSL Certificate for secure web portal
	$31.90
	$31.90

	
	
	
	TOTAL:
	$17,288.90


5. Total Cost
	Site
	Total Cost

	Library
	$2,798.89

	Cafeteria
	$12,804.77

	Main Building
	$20,520.65

	Other
	$17,288.90

	TOTAL:
	$53,413.21


B: Diagrams

1. System data flow – the solution simplified
[image: image1.jpg]



2. System implementation overview

[image: image2.png]



3. Implementation timeline - Gantt chart
4. System Context Diagram
[image: image3.jpg]
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Web resources
http://www.cleverhome.com.au/products/BioLock-fingerprint-recognition-scanner.shtml
http://www.cleverhome.com.au/automation/BioAccess-Control-software.pdf
http://www.peoplekey.com.au/biometrics_products/v_70.htm
http://www.peoplekey.com.au/biometrics_products/finger_lan_iv.htm
http://www.microsoft.com/products/info/product.aspx?view=22&pcid=fd1929fe-a8fa-470b-8289-5a8b05ef1481&type=ovr#HowToBuy
http://www.brsgrp.com/bio-lock.html
http://www-03.ibm.com/systems/storage/disk/ds3000/ds3200/index.html
http://blogs.techrepublic.com.com/datacenter/?p=163&tag=rbxccnbtr1
http://articles.techrepublic.com.com/5100-10878_11-5031671.html?tag=btxcsim
http://wiki.fusiontech.com.au/openwiki (private - Can be viewed upon request)
http://www1.ap.dell.com/content/products/productdetails.aspx/pvaul_md3000?c=au&cs=aubsd1&l=en&s=bsd
http://configure.ap.dell.com/dellstore/config.aspx?c=au&cs=aubsd1&kc=&l=en&oc=S220202AU&s=bsd
http://configure.us.dell.com/dellstore/config.aspx?c=us&cs=555&l=en&oc=MLB1789&s=biz
http://www.ingrammicro.com.au/index.cfm?fs=softwareL
http://www.shopbot.com.au/pp-linksys-srw208g-price-24657.html
http://www.cisco.com/en/US/products/ps9975/index.html
http://www.cisco.com/en/US/products/ps9977/index.html
http://www.shopbot.com.au/pp-linksys-srw208mp-price-24655.html
http://www.eway.com.au/SSL/Pricing.aspx
http://www.hotpos.com.au/supplies/symbol-ls2208-handheld-long-range-barcode-scanner.html?ref=1438
http://www.server-racks-australia.com.au/wall_mount_cabinets2.asp?Category2=6U&Category3=noSwing
http://www.myshopping.com.au/PT--122_Network_Products_Patch_Panel__fs_2256_e__
http://configure.ap.dell.com/dellstore/config.aspx?c=au&l=en&s=bsd&cs=aubsd1&kc=&oc=S420228AU
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IT Project plan for St. Dymphna’s College





This document details the solution provided by AusTek for product purchase in St. Dymphna’s College and a proposed plan for implementation.








AusTek Technology Solutions is an IT company which focuses on providing reliable, scalable and well integrated solutions fitting their client’s needs.  AusTek keeps itself on the cutting edge of technology in order to provide the best solutions possible with world class support and the foresight to allow their clients to grow their businesses with ease and efficiency. 
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